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d. ARNG and USAR Soldiers may accept and be paid for civil employment with any foreign government, when
approved by the SECARMY and the Secretary of State. This includes any concern controlled in whole or in part by a 
foreign government. AR 600 – 291 is used for processing applications. 

4 – 10.  Participation in support of civilian law-enforcement agencies 
a. Military support of civilian law enforcement is governed by the Posse Comitatus Act (18 USC 1385) and DoDI

3025.21. Commanders will not sanction use of military personnel in support of civilian law-enforcement agencies in 
the 50 states, the District of Columbia, the Commonwealth of Puerto Rico, or United States Territories, except when 
authorized by law. Because this is a complex area of the law, commanders and law-enforcement personnel should 
consult with their servicing judge advocate or legal advisor. 

b. Military personnel may report crimes or other suspicious activities to civilian police agencies or cooperate with
civilian authorities in their capacities as private citizens. Military law-enforcement personnel may exchange infor-
mation with civilian authorities according to AR 190 – 45. 

4 – 11.  Membership campaigns 
DA recognizes and benefits from the activities of many worthy organizations, associations, and clubs. Many of these 
organizations enjoy close, historical ties with the military community and are composed largely of active or retired 
military personnel. The DA support of private organizations is strictly regulated by DoDI 1000.15 and DoD 
5500.07 – R. 

a. In supporting such organizations and associations, post commanders and heads of DA staff agencies will—
(1) Ensure membership among personnel under their jurisdiction is truly voluntary.
(2) Prohibit any practice that involves or implies compulsion, coercion, influence, or reprisal in the conduct of

membership campaigns. This prohibition includes repeated orientations, meetings, or similar counseling of persons 
who have chosen not to join after given a chance to do so. It also includes using membership statistics in support of 
supervisory influence. 

(3) Prohibit any practice that involves or implies DA sponsorship or endorsement of the organization and its activ-
ities. 

(4) Prohibit the use of government property, facilities, or services, for example, golf course membership, as an
inducement to join a private organization. 

b. This policy does not prohibit commanders from informing personnel without coercion about membership in
such organizations. When doing so, commanders will ensure they do not favor one organization over others. 

4 – 12.  Extremist organizations and activities 
Participation in extremist organizations and activities by Army personnel is inconsistent with the responsibilities of 
military service. It is the policy of the United States Army to provide EO and fair treatment for all Soldiers without 
regard to race, color, sex (including gender identity), national origin, religion, or sexual orientation. Enforcement of 
this policy is a responsibility of command, is vitally important to unit cohesion and morale, and is essential to the 
Army’s ability to accomplish its mission. It is the commander’s responsibility to maintain good order and discipline 
in the unit. Every commander has the inherent authority to take appropriate actions to accomplish this goal. This 
paragraph identifies prohibited actions by Soldiers involving extremist organizations, discusses the authority of the 
commander to establish other prohibitions, and establishes that violations of prohibitions contained in this paragraph 
or those established by a commander may result in prosecution under various provisions of the UCMJ. This paragraph 
must be used in conjunction with DoDI 1325.06. 

a. Participation.  Military personnel must reject participation in extremist organizations and activities. Extremist
organizations and activities are ones that advocate— 

(1) Racial, sex (including gender identity), sexual orientation, or ethnic hatred or intolerance.
(2) Creating or engaging in discrimination based on race, color, sex (including gender identity), national origin,

religion, or sexual orientation. 
(3) The use of force or violence or unlawful means to deprive individuals of their rights under the United States

Constitution or the laws of the United States, or any State. 
(4) Support for terrorist organizations or objectives.
(5) The use of unlawful violence or force to achieve goals that are political, religious, discriminatory, or ideological

in nature. 
(6) Expressing a duty to engage in violence against DoD or the United States in support of a terrorist or extremist

cause. 
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(7)  Support for persons or organizations that promote or threaten the unlawful use of force or violence or criminal 
activity. 

(8)  Encouraging military or civilian personnel to violate laws or disobey lawful orders or regulations for the pur-
pose of disrupting military activities (subversion). 

(9)  Participating in activities advocating or teaching the overthrow of the U.S. Government by force or violence, 
or seeking to alter the form of government by unconstitutional means (sedition). 

b.  Prohibitions.  Soldiers are prohibited from the following actions in support of extremist organizations or activ-
ities. Penalties for violations of these prohibitions include the full range of statutory and regulatory sanctions, both 
criminal (UCMJ), and administrative. 

(1)  Participating in public demonstrations or rallies. 
(2)  Attending a meeting or activity with the knowledge that the meeting or activity involves an extremist cause 

when— 
(a)  Whether on or off duty. 
(b)  Whether in or out of uniform. 
(c)  In a foreign country (whether on or off-duty or in or out of uniform). 
(d)  It constitutes a breach of law and order. 
(e)  It is likely to result in violence. 
(f)  In violation of off-limits sanctions. 
(g)  In violation of a commander’s order. 
(3)  Fundraising activities. 
(4)  Recruiting or training members (including encouraging other Soldiers to join). 
(5)  Creating, organizing, or taking a visible leadership role in such an organization or activity. 
(6)  Distributing literature on or off a military installation, the primary purpose and content of which concerns 

advocacy or support of extremist causes, organizations, or activities; and it appears that the literature presents a clear 
danger to the loyalty, discipline, or morale of military personnel or the distribution would materially interfere with the 
accomplishment of a military mission. 

(7)  Receiving financial assistance from a person or organization who advocates terrorism, the unlawful use of force 
or violence to undermine or disrupt U.S. military operations, subversion, or sedition. 

c.  Command authority.  Commanders have the authority to prohibit military personnel from engaging in or partic-
ipating in any other activities that the commander determines will adversely affect readiness, good order and disci-
pline, or morale within the command. This includes, but is not limited to, the authority to order the removal of symbols, 
flags, posters, or other displays from barracks, to place areas or activities off-limits (see AR 190 – 24), or to order 
Soldiers not to participate in those activities that are contrary to good order and discipline or morale of the unit or pose 
a threat to health, safety, and security of military personnel or a military installation. 

d.  Command options.  Commander’s options for dealing with a Soldier’s violation of the prohibitions includes the 
following: 

(1)  UCMJ action—Possible punitive articles include the following: 
(a)  UCMJ, Art. 92—Failure to obey a lawful general order or regulation. 
(b)  UCMJ, Art. 116—Riot or breach of peace. 
(c)  UCMJ, Art. 117—Provoking speeches or gestures. 
(d)  UCMJ, Art. 133 – Conduct unbecoming an officer. 
(e)  UCMJ, Art. 134—General article, specifically, conduct which is prejudicial to good order and discipline or 

service discrediting. 
(2)  Involuntary separation for unsatisfactory performance or misconduct or for conduct deemed prejudicial to good 

order and discipline or morale. 
(3)  Reclassification actions or bar to continued service actions, as appropriate. 
(4)  Other administrative or disciplinary action deemed appropriate by the commander, based on the specific facts 

and circumstances of the particular case. 
e.  Command responsibility.  Any Soldier involvement with or in an extremist organization or activity (such as 

membership, receipt of literature, or presence at an event) could threaten the good order and discipline of a unit. In 
any case of apparent Soldier involvement with or in extremist organizations or activities, whether or not in violation 
of the prohibitions in paragraph 4–12b, commanders will take positive actions to educate Soldiers, putting them on 
notice of the potential adverse effects that participation in violation of Army policy may have upon good order and 
discipline in the unit and upon their military service. These positive actions includes the following: 

(1)  Educating Soldiers regarding the Army’s MEO policy. Commanders will advise Soldiers that extremist organ-
izations’ goals are inconsistent with Army goals, beliefs, and values concerning MEO. The extremist organizations 
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and activities block of instruction, when presented by MEO professionals, will only be conducted by Defense EO 
Management Institute (DEOMI) graduate currently serving in an authorized MEO professional billet. The standard-
ized plan of instruction and training slides are located on the Central Army Registry and may not be supplemented 
with other training material or slides. The training will be vetted by the commander (or their representative) after 
obtaining a local legal review prior to presentation of the training. 

(2)  Commanders will ensure Soldiers understand the identification of extremist organizations or activities is the 
responsibility of USACIDC. 

(3)  Commanders will report all incidents pertaining to extremist activities to the USACIDC and servicing legal 
advisor. 

(4)  Advising Soldiers that any participation in extremist organizations or activities— 
(a)  Will be taken into consideration when evaluating their overall duty performance, to include appropriate remarks 

on evaluation reports (officer evaluation reports (OERs) and noncommissioned officer evaluation reports (NCOERs) 
which include: DA Form 67 – 10 – 1 (Company Grade Plate (O1 - O3; WO1 - CW2) Officer Evaluation Report); DA 
Form 67 – 10 – 2 (Field Grade Plate (O4 - O5; CW3 - CW5) Officer Evaluation Report); DA Form 67 – 10 – 3 (Strategic 
Grade Plate (O6) Officer Evaluation Report); and DA Form 67 – 10 – 4 (Strategic Grade Plate General Officer Evalua-
tion Report); hereafter referred to collectively as “DA Form 67 – 10 series (officer evaluation report (OER)” or “OER”). 
This also includes: DA Form 2166 – 9 – 1 (NCO Evaluation Report (SGT)); DA Form 2166 – 9 – 2 (NCO Evaluation 
Report (SSG – 1SG/MSG)); DA Form 2166 – 9 – 3 (NCO Evaluation Report (CSM/SGM)); hereafter referred to collec-
tively as “DA Form 2166 – 9 series (noncommissioned officer evaluation report (NCOER))” or “NCOER.”  This also 
includes: DA Form 1059 (Service School Academic Evaluation Report); and DA Form 1059 – 1 (Civilian Institution 
Academic Evaluation Report); hereafter referred to collectively as academic evaluation reports). (DA Form 67 – 10 
series, DA Form 2166 – 9 series, DA Form 1059, and DA Form 1059 – 1 are hereafter referred to collectively as “eval-
uation reports.”) 

(b)  Will be taken into consideration when selections for positions of leadership and responsibility are made. 
(c)  May result in the suspension or revocation of security clearances or access to government-owned IT systems, 

as appropriate. 
(d)  May result in reclassification actions or bar to continued service actions, as appropriate. 
(e)  Will result in being reported to law-enforcement authorities. 
(5)  The commander of an Army installation or other Army-controlled facility will prohibit any demonstration or 

activity on the installation or facility that could result in interference with or prevention of orderly accomplishment of 
the mission of the installation or facility, or present a clear danger to loyalty, discipline, or morale of the troops. 
Further, such commanders will deny requests for the use of Army- controlled facilities by individuals or groups that 
engage in discriminatory practices or for activities involving such practices. 

(6)  Suspected affiliation or involvement in extremist activities may come to the attention of a commander in a 
number of ways, including reports through the chain of command, anonymous calls, or personal observation. A com-
mander receiving such information should consult with their servicing Judge Advocate on how to proceed. Command-
ers who identify individuals as extremists will, at a minimum, counsel the individual on Army policy concerning 
extremism. Commanders may also consider taking other action, either administrative or judicial as listed in paragraph 
4–12d. 

f.  Reporting requirement.  Commanders will notify the supporting counterintelligence organization in cases where 
they know or suspect that Soldiers are engaging in the activities specified in paragraphs 4–12a(3) to (9) or when they 
become aware of any of the activities or behaviors defined in AR 381 – 12. If a Soldier possesses a security clearance, 
commanders will ensure the security manager records the derogatory information as an incident report in the JPAS 
(or subsequent system) in accordance with AR 380 – 67. 

g.  Criminal gangs and activity.  Participation in criminal gangs and activities by Army personnel is inconsistent 
with the responsibilities of military service. This subparagraph identifies prohibited actions by Soldiers involving 
criminal gangs, discusses the authority of the commander to establish other prohibitions, and establishes that violations 
of prohibitions contained in this paragraph or those established by a commander may result in prosecution under 
various provisions of the UCMJ. 

(1)  Criminal gangs and activities are ones that advocate the planning or commission of one or more criminal of-
fenses, by persons who share a group identity, and may share a common name, slogan, tattoos, graffiti, clothing style 
or color, or other shared characteristics like the use of violence and intimidation to further its criminal objectives. 

(2)  Participation, command authority, command options, and command responsibility are addressed above, in par-
agraph 4 – 12. 
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(3)  Soldiers are prohibited from active participation in gangs or their activities. Penalties for violations of these 
prohibitions include the full range of statutory and regulatory sanctions, both criminal (UCMJ), and administrative, as 
listed in paragraph 4–12d. Below are examples of active participation that are specific to criminal gangs: 

(a)  Knowingly wearing gang colors or clothing. 
(b)  Having tattoos or body markings associated with criminal gangs. 
(c)  Engaging in activities in furtherance of the objective of such gangs or organizations that are detrimental to good 

order, discipline, or mission accomplishment. 
h.  Extremist organizations, criminal gangs, and associated cyber activity and social media.  Army personnel are 

responsible for content they publish on all personal and public internet domains to include social media sites, blogs, 
and other websites. Participation in internet sites sponsored by extremist organizations and activities is inconsistent 
with the responsibilities of military service. Army personnel who maintain a presence on the internet could be per-
ceived as representatives of the Army. This paragraph identifies prohibited actions by Soldiers involving participation 
in cyber activities sponsored by or promoting extremist organizations or criminal gangs and the use of social media to 
promote activities associated with extremism and criminal gangs, discusses the authority of the commander to estab-
lish other prohibitions, and establishes that violations of prohibitions contained in this paragraph or those established 
by a commander may result in prosecution under various provisions of the UCMJ. 

(1)  Participation.  Military personnel must reject participation in extremist organizations and associated cyber ac-
tivities. Extremist organizations and criminal gangs are described in paragraphs 4–12a and 4–12g. 

(2)  Prohibitions.  Soldiers are prohibited from engaging in cyber-related activities in support of extremist organi-
zations or criminal gangs. Penalties for violations of these prohibitions include the full range of statutory and regula-
tory sanctions, both criminal (UCMJ), and administrative. Examples of prohibited cyber-related activities include: 

(a)  Participating in the promotion of demonstrations or rallies through the use of cyber activities and social media. 
(b)  Promotion of a meeting or activity through the use of cyber activities and or social media with the knowledge 

that the meeting or activity involves an extremist cause. 
(c)  Fundraising activities using cyber activity or social media. 
(d)  Recruiting or training members (including encouraging other Soldiers to join) using cyber activity or social 

media. 
(e)  Creating, organizing, or taking a visible leadership role in such a cyber or social media activity. 
(f)  Promoting information through cyber activity, the primary purpose and content of which concerns advocacy or 

support of extremist causes, organizations, or activities; and it appears that the information presents a clear danger to 
the loyalty, discipline, or morale of military personnel or the distribution would materially interfere with the accom-
plishment of a military mission. 

(g)  Browsing or visiting internet Web sites or engaging in cyber activities when on duty, without official sanction, 
that promote or advocate violence directed against the U.S. or DoD, or that promote international terrorism or terrorist 
themes. 

(3)  Command authority.  Commanders have the authority to prohibit military personnel from engaging in or par-
ticipating in any cyber or social media activities that the commander determines will adversely affect good order and 
discipline or morale within the command. This includes, but is not limited to, the authority to order the removal of 
images, symbols, flags, language, or other displays from social media and internet domains, or to order Soldiers not 
to participate in cyber and social media activities that are contrary to good order and discipline or morale of the unit 
or pose a threat to health, safety, and operational security of military personnel or a military installation. 

(4)  Command options.  Commander’s options for dealing with a Soldier’s violation of these prohibitions include— 
(a)  UCMJ action—Possible punitive articles include the following: 
1.  UCMJ, Art. 92—Failure to obey a lawful general order or regulation. 
2.  UCMJ, Art. 116—Riot or breach of peace. 
3.  UCMJ, Art. 117—Provoking speeches or gestures. 
4.  UCMJ, Art. 133—Conduct unbecoming an officer. 
5.  UCMJ, Art. 134—General article, specifically, conduct which is prejudicial to good order and discipline or 

service discrediting. 
(b)  Involuntary separation for unsatisfactory performance or misconduct or for conduct deemed prejudicial to good 

order and discipline or morale. 
(c)  Reclassification actions or bar to reenlistment actions, as appropriate. 
(d)  Other administrative or disciplinary action deemed appropriate by the commander, based on the specific facts 

and circumstances of the particular case to include removal of access to government-owned IT systems. 
i.  Command responsibility.  Command responsibility is addressed in paragraph 4–12e. 
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j.  Social media or cyber activity.  Commanders of an Army installation or other Army-controlled facility have the 
authority to prohibit any social media or cyber activity that could result in interference with or prevention of orderly 
accomplishment of the mission of the installation or facility, or present a clear danger to loyalty, discipline, or morale 
of the troops. Further, such commanders will deny requests for the use of Army-controlled facilities by individuals or 
groups that engage in discriminatory practices or for activities involving such practices. 

k.  Preventive activities. 
(1)  Commanders should remain alert for signs of future prohibited activities. They should intervene early, primarily 

through counseling, when observing such signs even though the signs may not rise to active advocacy or active par-
ticipation or may not threaten good order and discipline, but only suggest such potential. The goal of early intervention 
is to minimize the risk of future prohibited activities. 

(2)  Examples of such signs, which, in the absence of the active advocacy or active participation, could include 
mere membership in criminal gangs and extremist organizations. Signs could also include possession of literature 
associated with such gangs or organizations, or with related ideology, doctrine, or causes. While mere membership or 
possession of literature normally is not prohibited, it may merit further investigation and possibly counseling to em-
phasize the importance of adherence to the Army’s values and to ensure that the Soldier understands what activities 
are prohibited. 

l.  Legal advice and counsel.  Commanders should seek the advice and counsel of their legal advisor when taking 
actions pursuant to this policy. 

4 – 13.  Army language policy 
English is the operational language of the Army. Soldiers must maintain sufficient proficiency in English to perform 
their military duties. Their operational communications must be understood by everyone who has an official need-to-
know their content, and, therefore, will normally be in English. However, commanders may not require Soldiers to 
use English, unless such use is clearly necessary and proper for the performance of military functions. Accordingly, 
commanders may not require the use of English for personal communications that are unrelated to military functions. 

4 – 14.  Relationships between Soldiers of different grades 
a.  The term "officer" used in this paragraph includes both commissioned and WOs, unless otherwise stated. The 

term “noncommissioned officer” refers to a Soldier in the grade of corporal to CSM/SGM. The term “junior enlisted 
Soldier” refers to a Soldier in the grade of private to specialist. The provisions of this paragraph apply to both rela-
tionships between Soldiers in the RA and USAR, and between Soldiers and personnel of other military services. 

b.  Soldiers of different grades must be cognizant that their interactions do not create an actual or clearly predictable 
perception of undue familiarity between an officer and an enlisted Soldier, or between an NCO and a junior enlisted 
Soldier. Examples of familiarity between Soldiers that may become “undue” can include repeated visits to bars, night-
clubs, eating establishments, or homes between an officer and an enlisted Soldier, or an NCO and a junior enlisted 
Soldier, except for social gatherings, that involve an entire unit, office, or work section. All relationships between 
Soldiers of different grades are prohibited if they— 

(1)  Compromise, or appear to compromise, the integrity of supervisory authority or the chain of command. 
(2)  Cause actual or perceived partiality or unfairness. 
(3)  Involve, or appear to involve, the improper use of grade or rank or position for personal gain. 
(4)  Are, or are perceived to be, exploitative or coercive in nature. 
(5)  Create an actual or clearly predictable adverse impact on discipline, authority, morale, or the ability of the 

command to accomplish its mission. 
c.  Certain types of personal relationships between officers and enlisted Soldiers, or NCOs and junior enlisted Sol-

diers, are prohibited. Prohibited relationships include the following: 
(1)  Ongoing business relationships between officers and enlisted personnel, or NCOs and junior enlisted Soldiers. 

This prohibition does not apply to landlord/tenant relationships or to one-time transactions such as the sale of an 
automobile or house, but does apply to borrowing or lending money, commercial solicitation, and any other type of 
ongoing financial or business relationship. Business relationships between NCOs and junior enlisted Soldiers that 
exist at the time this policy becomes effective and that were authorized under previously existing rules and regulations, 
are exempt provided the individuals are not in the same unit or chain of command and the relationship does not meet 
the criteria listed in paragraphs 4–14b(1) through (5). In the case of ARNG or USAR personnel, this prohibition does 
not apply to relationships that exist due to their civilian occupation or employment. 

(2)  Dating, shared living accommodations other than those directed by operational requirements, and intimate or 
sexual relationships between officers and enlisted personnel, or NCOs and junior enlisted Soldiers. This prohibition 
does not apply to the following: 
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